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DETAILED ACTION 

1. This is a non-Final Office Action in response to the applicant's request for continued 
examination filed on November 08, 2007. 

2. Claims 1, 3, 6-13 have been examined. 

3. Claims 1, 3, 6, 9-12 are rejected. 

4. Claims 7, 8 and 13 are objected as allowable subject matter. 

5. Claims 1, 3 and 6-13 are pending. 

Claim Rejections - 35 (JSC §103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill 
in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

7. Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Jobst et al. 
(US Pat. No.: 6,707,915) in view of Koukoulidis et al. (US Pub. No.: 2003/0123669), and further 
in view of Stephenson et al. (US Pat. No.: 6, 1 19, 000). 

As per claim 1 : 

Jobst et al. disclose a text messaging system for the encryption of at least one text 
message sent to a wireless terminal equipment, the text message comprising a Short Message 
Service (SMS) message having a User Data Header (UDH) an information data field and a text 
data field, the text messaging system comprising: 
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means for storing an equipment identification number uniquely assigned to the 
wireless terminal equipment, wherein the assigned equipment identification number is an 
International Mobile Equipment Identity (IMEI) number of the wireless terminal 
equipment (Column 6: lines 31*47; Column 7: lines 5-15; Figure 3; figure 5: 1); 

means coupled to the equipment identification number storing means for 
encrypting the text data field content of the SMS message using only the equipment 
identification number assigned to the wireless terminal equipment as the shared key 
(Column 2: lines 20-45; Column 6: lines 57-67; Column 7: lines 1-36); 

and means for setting an encryption identifier in the information data field of the 
at least one text message (Figure 8: 63,64,65,66). 

Jobst et al. do not explicitly teach the encryption and decryption system is carried out 
using Short Message Service (SMS) system. Stephenson et al., in an analogous art teach the 
encryption and decryption process is carried out using Short Message Service (SMS) system 
(Figure 2A: 20; Figure 4: 460; Figure 5: 20; Page 1: 0018). Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the method disclosed by Jobst et al. to include encryption and decryption process is 
carried out using Short Message Service (SMS) system. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated by the 
desire to secure transaction and communication utilizing SMS as suggested by suggestion 
provided by Koukoulidis et al. (Page 1: 0005, 0007,0018). 



r t 
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Jobst and Koukoulidis do not explicitly teach an Information Element (IE) group of the 
UDH of the SMS message, the encryption identifier comprising a marker in an IE data field, the 
IE group further comprising an information Element Identifier (IEI) field set to indicate a 
presence of the marker, and an Information Element Data Length (IEDL) field set to indicate a 
length of the marker. Stephenson et al., in an analogous art, teach an Information Element (IE) 
group of the UDH of the SMS message, the encryption identifier comprising a marker in an IE 
data field, the IE group further comprising an information Element Identifier (IEI) field set to 
indicate a presence of the marker, and an Information Element Data Length (IEDL) field set to 
indicate a length of the marker (column 11: lines 35-55;column 12: lines 60-67; column 13: 
lines 1-5; column 19: lines 1-15). 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to modify the method disclosed by Jobst and Koukoulidis to 
include an Information Element (IE) group of the UDH of the SMS message, the encryption 
identifier comprising a marker in an IE data field, the IE group further comprising an information 
Element Identifier (IEI) field set to indicate a presence of the marker, and an Information 
Element Data Length (IEDL) field set to indicate a length of the marker. This modification 
would have been obvious because a person having ordinary skill in the art would have been 
motivated by the desire to provide a method of tracking identity-code in a communication 
system in which a plurality of user stations can simultaneously conduct respective 
communication transaction during which signaling messages are exchanged with the remainder 
of the communication system as suggested in (column 2: lines 1-10). 
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As per claim 2: 

Jobst et al. disclose a system, wherein the at least one text message is a Short Message 
Service (SMS) message and said assigned equipment identification number is the International 
Mobile Equipment Identity (IMEI) number of (Page 2: 0032). said wireless terminal equipment 
(Column 5: lines 10-21; Column 2: lines 20-45; Column 6: lines 57-67; Column 7: lines 1-36). 

As per claim 3: 

Jobst et al. disclose a system, wherein the text data field of the SMS message comprises 
configuration commands to remotely manage the wireless terminal equipment (Column 6: lines 
20-30; Column 2: lines 1-13)). 

As per claim 4: 

Jobst et al. disclose a system, wherein the information data field of the text message 
further comprises a header part and a body part, and wherein the encryption identifier is set in the 
body part of the information data field (Column 3: lines 1-21). 

As per claim 5: 

Koukoulidis et al. disclose a system, wherein the encryption identifier is set in an 
Information Element group of the SMS message (Figure IB: 150). 



As per claim 6: 
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Koukoulidis et al. disclose a system, wherein wireless terminal equipment is a Short 
Message Service (SMS) receiving mobile device and said SMS message is carried over a 
wireless network (Figure 4: 400; 460). 

As per claim 9: 

Koukoulidis et al. disclose a system, wherein the means for generating an encrypted SMS 
message further comprising means for processing an encryption algorithm to compute a bit string 
using said assigned equipment identification number as the shared key and the text data field 
content (Page 2: 0032). 

As per claim 1 1 : 

Jobst et al. disclose a method for authenticating a text message sent by a text messaging 
system to a wireless terminal equipment (Column 10: lines 33-49; Figure 7) having means for 
storing International Mobile Equipment Identity (IMEI) number (Column 6: lines 31-47; Column 
7: lines 5-15; Figure 3; figure 5: 1) the text messaging system (Column 5: lines 10-21) 
comprising 

means for storing International Mobile Equipment Identity (IMEI) number, the 
text message system comprising means for storing an IMEI number uniquely assigned to 
the wireless terminal equipment (Column 2: lines 20-45; Column 6: lines 57-67; Column 
7: lines 1-36), and 
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wherein the text message comprises a Short Message Service (SMS) message 
having a User Data Header (UDH) and a text data field, the method comprising the steps 
of: 

at the text messaging system (Column 5: lines 10-21): 

encrypting the text data field content by using the equipment identification 

number assigned to the wireless terminal equipment as the shared key (Figure 8: 

65); 

setting an encryption identifier An Information Element (IE) group of the UDH of 
the SMS message, the encryption identifier comprising a marker in an IE data field, the 
IE group further comprising an information Element Identifier (1E1) field set to indicate a 
presence of the marker, and an Information Element Data Length (IEDL) field set to 
indicate a length of the marker (Figure 7: 206); and 

sending the encrypted SMS message to the wireless terminal equipment 
(Figure 5: 41); 

at the wireless terminal equipment (Figure 5:1; Phone); 
receiving the encrypted SMS message (Figure 7: 205); 
determining if the received encrypted at least one text message contains an 
IMEI number as a shared key encryption (Figure 7: 208); and 

decrypting the received encrypted SMS message using the IMEI number 
of said wireless terminal equipment as a shared key (Column 1 1 : lines 50-59). 
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Jobst et al. do not explicitly teach the encryption and decryption process is carried out 
using Short Message Service (SMS) system. Koukoulidis et al., in an analogous art teach the 
encryption and decryption process is carried out using Short Message Service (SMS) system 
(Figure 2A: 20; Figure 4: 460; Figure 5: 20; Page 1: 0018). Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the method disclosed by Jobst et al. to include encryption and decryption process is 
carried out using Short Message Service (SMS) system. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated by the 
desire to secure transaction and communication utilizing SMS as suggested by suggestion 
provided by Koukoulidis et al. (Page 1: 0007). 

Jobst and Koukoulidis do not explicitly teach an Information Element (IE) group of the 
UDH of the SMS message, the encryption identifier comprising a marker in an IE data field, the 
IE group further comprising an information Element Identifier (IEI) field set to indicate a 
presence of the marker, and an Information Element Data Length (IEDL) field set to indicate a 
length of the marker. Stephenson et al, in an analogous art, teach an Information Element (IE) 
group of the UDH of the SMS message, the encryption identifier comprising a marker in an IE 
data field, the IE group further comprising an information Element Identifier (IEI) field set to 
indicate a presence of the marker, and an Information Element Data Length (IEDL) field set to 
indicate a length of the marker (column 11: lines 35-55;column 12: lines 60-67; column 13: 
lines 1-5; column 19: lines 1-15). 



Application/Control Number: 10/600,887 Page 9 

Art Unit: 2137 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to modify the method disclosed by Jobst and Koukoulidis to 
include an Information Element (IE) group of the UDH of the SMS message, the encryption 
identifier comprising a marker in an IE data field, the IE group further comprising an information 
Element Identifier (IEI) field set to indicate a presence of the marker, and an Information 
Element Data Length (IEDL) field set to indicate a length of the marker. This modification 
would have been obvious because a person having ordinary skill in the art would have been 
motivated by the desire to provide a method of tracking identity-code in a communication 
system in which a plurality of user stations can simultaneously conduct respective 
communication transaction during which signaling messages are exchanged with the remainder 
of the communication system as suggested in (column 2: lines 1-10). 

As per claim 12: 

Jobst et al. disclose a method of determining if the encrypted SMS message contains 
configuration commands to remotely activate the wireless terminal equipment (Column 4: lines 
40-51). 

Allowable Subject Matter 

8. Claims 7, 13 are objected to as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

The following is a statement of reasons for the indication of allowable subject matter: 
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Short Message Services (SMS) text messages may be exchanged between mobile devices 
through Short Message Service Centers (SMSC) and SMS enables the receiving mobile devices 
to be remotely managed by remote device management application system. Such specific SMS 
results in parameter change commands or software elements to be applied to the device as 
configuration SMS. 

The use of SMS exposes the device to malicious attempt. If the SMS carrying of 
malicious origin, commands SMS can introduce malicious entities into the terminal equipment 
(e.g. undesired parameter changes, personal information retrieving, virus code downloading to 
name session both cases, the device few). If the SMS is used to trigger management spoof server, 
similar malicious actions may be performed over the management session. These require to 
secure SMS against hacker attacks. 

If the object claims are rewritten in independent form including all of the limitations of 
the base claim and any intervening claims, the claimed invention in allowable condition provide 
a system a method to secure remote management of a wireless device using configuration SMS's 
and also prevent malicious use of SMS's when remotely managing wireless user terminal 
equipment. 

Claims 8 and 10, which directly or indirectly depend on claim 7 are also objected. 

Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 
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See the notice of reference cited in form PTO-892 for additional prior art 
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